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£ eL^-^^^^tfL^s^it . a if- - it ft * tn it e jsfc * 

— ^ ^ ^ (content key) > 1 W t 1*5 f lr ^ f t It ft 

- # it 5. ml m *% % ffi ° t& tit m *& % ffi • u & §t m 
ft&tt******infcA***i&4?*tt a n n & & 

^*fm^«ltf-J^^^#:ar^tfLit#^^ • a «. ^ i£ ^ m i& 

&X#«yM8# : DIGITAL INFORMATION PROTECTING METHOD AND SYSTEM) 



The present invention is a digital information 
protecting method executed in an auther computer 
and a client computer respectively. Both the 
auther computer and the client computer has a 
predetermined information processing software to 
process a piece of information. In the auther 
computer: first, receives a content key from a 
server and encrypts the piece of information by 
the content key; second, encrypts the content key 
by a predetermined key encrypting process; third, 
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it & M. m & (on-line) & # & (off-line) # jfc & 

ft m • atf i^it^Hi • 



: DIGITAL INFORMATION PROTECTING METHOD AND SYSTEM) 



transismits the encrypted information and 
encrypted content key to the client computer. In 
the client computer: first, decrypts the encrypted 
content key by a corresponding predetermined 
decrypting process; second, decrypts the encrypted o 
information by the content key to make the piece 
of information can be used by the client computer. 
The present invention encrypts the piece of 
information and the content key respectively, and 
transimits both encrypted information and 
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(%WZ-%m ■ DIGITAL INFORMATION PROTECTING METHOD AND SYSTEM) 

encrypted content key to the client computer at 
the same time. So the present invention protects 
the piece of information strictly. Besides, no 
matter the client computer is on-line or off-line, 
the client computer can get the key to descrypt 
the piece of information to make the piece of 
information be used by a user. 
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i*^ fttylSLty (1) 

# w m # 

#J - 4t fe sft * ^ ft • ^t^f m^^^^^^^j:^ 

» w a t 

fit * I* « ( Internet ) 60 # i£ > & ^ fl 60 # # 
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& (^^^5C# * . ^ |fc 41 ) # ^ A , ^ ^ ^ 

# « * #■ sr # * m * & ^ 'J *» «t it ^ n # jft 60 a 60 » * 

# ^ 0 ° 0 4 1 1 # 4 f ^ a i & & m s& x & m o n & % ft A 
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*;a ^ ' 4, t a?- sfc ft 4* & 0 60 r-1 • it & m t£ *t m. 

(Digital Rights Management • DRM ) 60 Bfl & #r tit M 

_L 60 # * & # . *ft4^«*«4f#^A«4Hft(i«.fll4f- ' 
^«te#^#A#/&/^i§l&G0teffl!&Bi ! 3. $ Pa *. -ft. fll *t 4ft. 

^ tt • *fcttft^tt&&;|Jttf?5£&li » & *° ^ 60 * 
Authentica PageReca 1 1 a ^ A 1 che med i a Mirage # • 
4: ' iifc^it^««^3a|fe««p^}/«^ra*i|5.««*T* 
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ijo # & * «. ■ tfi^l 

m% ' *j it -a t m *t *» i§j * $j *t hl m # s # it # 
« tt - & • 

* B * #'J « 6, 339, 825 ft . «. jf. rfj T*t*ttfc<fc*rt.* 
(policy) &&1&&fa%iR t ^fo^&fe#fi.% L tf]i r %: - 

* - ' -t^L^^^^^^^^t^fit^tfLit^f^^B^ . # £ 
& 4fc * m * • 0 itb • »*»*#*t7H7««l*«^ 

$ • £ ^ . *»*iiftf m + ^w^gji^^ , -ft. ffl * * 
m ^, 5t & w m > & 21 i% 4^ _l *g s& a ft. & ji 
#^^^f^6d^^ • *o itb - ' f t ffl ^ 4 ^ f i£ 

* 2r ft. _L m ' «t 4k * « 3£ *t to ft tfl » it ^ ft. # it -fit t tfi 

* ft. fll ft. *'J *t A *t *f o 



* # ■¥§ - 9 # 4t ^ H. 4& - 41 #'J ffi ft 4 * ^ * ft 




i % WSSLW (3) 

« * • % 

tfW£ t£ 3- o w *~to m m #l 1. & % m & & t 

*>.5.««»-T<i#*m*fl«j4b^ • -*r m ® m. & • Hjtb 

T t t ffl * ^ t t ^ | T t ffl t f 1R - & A T & -fit * m 

# ft #i *t ' x a # & m to/ m ® m m m> « s- ^ ^ ^ # - 

M & ti » ^ * ^ ^ 0 ft ifij # & t ^ • 

i f a| #> - 1 1 ^ t m f m f ^ ^ ^ > ffl a & - *g j». 

ii % & T ' m — * # *ft % J!S(author computer) It 
f tR(a piece of i n f or ma t i on ) to & & m. d? — % m S& # 
i& 5- — ftflf*&f;flgj(client computer) ^ f a iftfi- ^ ° 

* t ' * # Jft € JS & ft ffi € J§g * & ^ - ft £ ^ t tfl 4 a 
& tt ' a *t to t tfi it *t est # ^ IT m jfc a - 

^ # W ^ $k to n m ± JT &: & & T m : 

(content key 

( ft Jfl i* « « ) 

£r ^ it # * * • u ft & & & m m & & m & to % % m & 
ft m m »«ft^ftffli«t*TiHfc^fiiiii-ff«K • 
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n $- m m - » b - a ^ «• « 9 - & & * it * * w 
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m n $k & f- ta 1 5 ' i'j «r « ^ ^ t f ^ # * € -f #p # - *t to 

T : -T^b > **#A16£###**12Jb.*<flifcAit4fcir 
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— *m«*j*.jftl20 ' ^ ^ J£ i£ i& &i| ' ^ t tfl & 
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# * ^ *& & ^ « m ¥3 n & ie, ® > $tm ft s$ r$ 
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w * tn. 4* a? a& m 1 2 0 . ft4t^^r#*tttiriiiio*«»rt*sft4t 

^^#--ft^^£&110 & % ft % ffi\2 - 

15 • * -T & ^ * ft jr. g 1 0 > *^i««JK12*^^«:««t 
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^ i£ & 1 2 0 *q ;t ° ♦«.ffi*l8«49-*t#«. ' ft T « T *t 
-fit t m 1 5 • #Tttttf tl5f > ft*Ti$.iit£-=-!rffl,*3£ 

it # it it n mi 5 m * & it ^ « ^ ffi • 4t jib # »j & « - 
» ' * # w *t a m. 1? fa m t w # m 4 a # «t « 

AES( Advanced Encryption S t anda rd ) ^ * *f fa ^ tfl 1 5 
it > * ^AES 2r * a jt 4&128 to 7t » * £_ & ft 

it256 >tst ft ¥j ijo m m ' a b n n & # ^ # m ® m % * 

- ° *b • ^ # jiff % #} fa m m a- #. & & n m 
m m * & ' ® itb ' io^B^^t>fitffl^^^i^j#^Bf^f^^6f, 

' * & ^ * it ^ * mi € J3£ t ' ^f^isiitaf 
- ' ■ — # @l - t * # € JS l 2 #j # ft 7T. £ 

m t n & - % - t tfi 4 a # ^20 # # ^ £ . 

S # &20 &,^-f^^*7^^ fci22 - - ^ 4& ^ & $a.24 > 
tt-ia^^-^Sfe^itffl^^ ( Universal Key ) UKj « A • f 
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i*^ &*fti$LW (6) 

at«L120»*.*|£iw^it4tfMfll5#*iA«.«fl(i*^.*"'' 
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' * ^ t ffl ^ f ^ t ft t m 6d ^ ffl -if ^ t E H t ^ a ^ 
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**#A165£j&*tR.4fc#j|fcj|U20«. ' * - IT fH A 3S 
tfS20 ft f mi^f ittl20f i^i^imilO > ^ It 3810 
H'j £ At 2J ft tfl 4£ £ JBt tl 20 A . * it - ft ^ * (Content 
Key ) 1 10 2. % ft % jgu 8 - 

* - ^ 1ft A S H20 t 6d « f« to 2 2 It'] t tfl ^ 

& 3fc £12 0 tst & • t4^IJtglOT*-«|:^ftllO » it 
«. 4* ft * 1 1 0 M it Hl t tfl 1 5 it *f ^ ^ • 4g> *i £ 4& to 

24lUt^^f ial5«^^i^H0*>f tit ' * 4* - 
^^^^^^#^ftS^r^llOift^f^^ • 

tt #- as n -=- ' ^ = is^ tii^tt *>it§fi^ftf 
*u o 7F * n • mintfj&4$zfo>mmff • 

1 1 0 w A ft £r ^ 1 1 0 to m tf) $k Ml t tfl.48 flf 3fc ^- #1 - it 
Jl 3£ Rr & - if & > ^ £ ^ to24 ^^ft^^H-ttfl 
A a # 1120 tttgLftttilffl* ^UKj t it # * - ' « # ft 
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1 2 *<J ^ £ /ft T & fa t tfl 1 5 ift ^ 4 da $ i& $ & , * a *t -fit -ft 

# # 3" ^ m « ffl * 1 8 -T J-X ift. $'] £ 4 $ & # ^ tfl 

4 0 & £ Jj'J -sf . ;f ffr £ # ffl *& K > ft m X • # t tfl a It ' I 




i > &*imw (8) 

# # 5f( *P 

n • 4° ^ - 

$t to W IfUO 
4 0 • is. fa T 

liTt-l 
s • * # ^ 

#1 te 5 2 *o - 

# lte.5 2 « - 

^ #J % ft • 
$k fa H IfL 1 5 

«T4*4 6 t *& 

f£44 &] it flf 
^42 it *f # 
54 * ^ # to 
W tfL4 8 it 4r 
otb # 

# ^ n m m 

m ofcb -kp ^ ft 

# i* « « 1 2 

# * & ^ # 



ft 
Si 

ft 

ft 



£p a& > *b £p 33 s& - m m? m & # 
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• tiff^f§^^t ' i £ ft 

£■#110 • M. a to & * 1 1 0 M fa 
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& & to f m it »j £ *k a # & m • 1 1 #- & n -t . m -b #, * # 

tffl^tEH t&?l^-f tfl4St H50 » 
#^S60 : & «t ft * j&h « & #j it to f IfUO * 
3US62 • 

# ^S64 : ft & # ^ 4£46 t^rl&t«l^ 3£44 • 4*. # — 

tm4^tittaiij^fii^iiffl^ ^UKj > & g & ft & 

^S66 ° 

«$S66 : ft 4* itb it ffl ^UK; *f i£ # $f #46 t A* * # 

^ s- & ^42 it 4f # m ♦ & % mft it msQs • 

n ° * * b £ 9 — * tt * *j a » - * it * *& m & a * m 

t ' Jt*.&^^L*t^itffl^ ^UKj - a *t S i& #J ^ ft 

& to t tfU 0 ft . ititlftfl^^i^jilt^*!.^ ' g ft a SS 
10 tTt^lrt^^^ffi #J it fl! ^UK ; • # ft ffl m % m 
14t6!)l =.f tlS^fc tt60 ^ # it flj ^ i&UK ; » #j & 

> ^■ffij-x^^tttottfi^sife.tt-^^-^i^t 
48 1 2 & ft ffl *& m flg 1 4 ft ffl • J-^f jt^f fil2 1 

#S^ttfL#^i^mi20 » ^M#^T f t^i f tfllO 6d 1^ S 
i£^;fa^#---j*j<g:^4&110^^^i&<tJ$12 ' t t t f m 
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# # S£S73 • 

^^S73 : fflJfLS10jt#3&J*9&**110£.*<ftJft«jB 
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f HH5itfi-*7 f . ft^it##^S75 - 

+ ' ft^it^f ^-J»S76 • 

# **S76 : # - t tfl & « «2 0 a it f'J it ffl ^UKj 
ffftS^^llOit^;^^ . ft^it^t#^S77 • 

it msn : % - t tfi ^ ssl & it 20 jmf ^ m & #j n & m 
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120 ** # 5. - U m 4#46 t ' ft * ifc 4r J*S78 • 
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if m & ^UKj • it -ft ^ #£S83 • 

# ^S83 : W it m & ^UKi tli§^f ^rt^i &42 it 
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^ ^ it e ; it a * 4* *f ^ m & % «t # it to ^ t R, it ft <k 

2 . ^ ffi ^ ;fto ^ it <fc t tfl #J ft 5gL £t Ftf ^ ^ ft # *t 

to t m t ' iifc,°x^^ffl*iii§fifi^fiti ' & 5. 49l 

4R. # ^ Ml 'If a T $J 5t it to = t tfi ft & » «: ^ 7 ft fll * «■ 
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3- #'J la ffl la «# ft • a jth • ^ # «y§ #t f If *'J la H # 

la <■* a t£ & #. _l it # n w & & % m # m # » 



1 




I - #> i t bU - «t t ^ ^ t 4: t @ o 

m m ~ t ^ & ml 4 fa & & ft it ^ f- m ^ & 

a eg #, # W & ^ ^ m. J$ til M ° 
Bi^B-+«./ll**«*6«j4*#7F*B o 



-b # ^ # & & 



m. % 



# * # 8^ ^ ^_ & £ JL |f ft *| ^ 

# ^ # ^ ^ it ^ f t n « ^ 3- * so asi a 



10 


: *Q JSEL H 






12 










14 




Jig 




16 


: % 








18 


: ft ffl * 






110 


■ J*3 








120 


• * m ^ ^ 


3ifc 


Mi 


20 


: * 




* 


m 4. s *t it 


22 : 


1*3 & fa M 






24 • 








« « to. 




it m * 






40 : 








8 4k #J &tiL % 


42 : 


^ a? # 




& m 


44 : 




Mi 







tfl 



4 6 : # ^ ft 

4 8 : ^^^iftit-fettfl 

5 2 : & #t ft & m to. 
60 : #=.^tfl&3S4fc# 
S30-S38 : tf *>f 



47 : fa m 4km m m ^ 

50 : Hat 
54 : ft & ft ^ ^ &L 




S60-S68 
S70-S85 



it * m « a n> z-i? m 



• 



l 




5NB0VUE200201TW.ptd 



% 19 K 



1 N - t t & f 1R ^ * > « ^ - ^ a i 4: ^ T ' J 
— ^- f£ *ft € $5 (author computer ) ^ — at -fit W m(a piece 
of information) An $ ft. & & — tJ8S«i^#^i5. — ^ ffl 
€flg(client compu t er ) %■ m a it ft m % » t£ if ^ i& f 



* « «. 
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73U ifS. By It 11 ^ otl 


tin 


W. Tin 


-fit 




P3 ^ ^ ^ — # 
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